
T
here are many challenges in the successful
adoption of Machine-to-Machine (M2M)
technology. M2M is a modern term associated
with the automated connectivity of remote
machines with central management IT
systems. Whilst IT systems conform to open

standards that ease interoperability, this is largely not the
case when communicating with machines.

The problem is further compounded because the
infrastructure connecting remote machines with central
computers was designed for human users capable of
decision-making to recover from unexpected problems. But
what happens when this human element is removed? Aside
from the technical issues, projects often fail where the
business case for adopting the technology is not fully
understood.

In this article we provide an understanding of M2M,
discuss the fundamental issues, and propose a strategic
approach from early development to successful deployment
of a resilient M2M solution.

WHY ADOPT M2M?
Machines remain largely ‘unconnected’. There is often a
manual process of data collection from call-out or scheduled
site visits. These data ultimately populate a central server
based application, which presents management information
to user devices such as PCs, PDAs and other mobile devices.
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SUCCESSFUL ADOPTION OF MACHINE-TO-
MACHINE (M2M) TECHNOLOGY
REQUIRES A STRATEGIC APPROACH TO
ENSURE THAT THE TECHNICAL SOLUTION
IS BALANCED WITH THE BUSINESS CASE
TO DEMONSTRATE AN EARLY RETURN ON
INVESTMENT. SIMPLE SOLUTIONS WORK
BEST WHERE THE TECHNOLOGY CAN BE
PROVEN QUICKLY AND THE BENEFITS
EASILY UNDERSTOOD. 
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Common problems that arise in manual data collection
systems include downtime issues which impact customer
service, slow response to field problems, operational and
supply chain inefficiencies, lost revenues and many more,
depending on the type of machine and who owns it.

These problems can be solved by early access to
information that is perhaps already contained within the
machine. These data may identify, for example, out-of-band
operation; failure conditions; equipment use; maintenance
and service needs/status; on-time; consumables status;
user/operator ID; and configuration and set-up.

Furthermore, M2M connectivity deployed to solve a
specific problem enables benefits to be derived from the
additional information obtained. For example, data from a
machine could be used by OEM manufacturers to improve
product reliability, or consumable suppliers to improve
supply chain management. Service operators could use the
data to minimise machine downtime.

This presents new ways of extending companies’
businesses based on the value of the data collected. In many
cases, it enables a fundamental change in the business model
based on service rather than the traditional sale of
manufactured goods. With timely and correct data, for
example, a company might migrate to a leased sale
integrating service and maintenance costs or pay per usage
whether costed on a time basis or on other machine specific
parameters such as ‘revolutions of a turbine’.

M2M
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Fig 1: Today most data from remote machines are manually collected

➔

040-046_CCE_OctNov04_EG  7/10/04  6:10 pm  Page 41



WHAT IS M2M?
Machine-to-machine is the automated communication
between remote machines and central management
applications. It provides real-time control and monitoring
without human intervention, by removing the manual
process and the associated ‘paper trail’.

As a result, operations are more efficient, which yields
cost savings and the increased levels of customer service
aids in customer retention. Revenues can be increased based
around service, where incremental services are enabled and
delivered over the product’s lifetime.

The applications of M2M are numerous. M2M is suited
to any machine which can be controlled or where status
information can be obtained or externally sensed. It could
be as simple as a light switch through to a complex
industrial machine. Typical examples include HVAC,
electrical systems, industrial automation, utility, office
business systems, telematics, lighting, security, vending,
gaming, and domestic appliances to name a few.

Conversely, many central management applications
already exist. They include supply chain management
(SCM), enterprise resource planning (ERP), customer
relationship management (CRM), and billing and payment
systems. Although new markets enable web-based
applications to be specifically created, existing legacy IT
systems can be extended to integrate the machine level data
directly.

There are many elements within M2M (see table
‘Elements within M2M’, p43) to address the ‘end-to-end’ need
between remote machines and central applications.

PITFALLS AND FUNDAMENTAL ISSUES
M2M technology leverages the existing infrastructure to
provide the core communication path between remote
machines and central management applications. However
there is a problem with the existing infrastructure. Wireless
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mobile networks were largely designed for voice traffic, and
wireless mobile GPRS data networks were designed for
mobile ‘client’ data users such as PDAs. Wireless terminal
providers leverage mobile telephone technology. The
Internet, ISPs and IT departments deliver IT services and
solutions for PC and human users.

In short, the communications infrastructure was
designed for human users, who have intelligence (usually!)
and can make decisions. The resilience of the entire
infrastructure is underpinned by the human ability to make
simple decisions to recover from adverse conditions, like 
re-booting the PC.

Conversely, the vast majority of machines is not designed
for remote connectivity. Where they are ‘connected’ they
deliver small amounts of data on an infrequent basis and in
many cases remain fixed to the same location. Under these
circumstances, the GSM/GPRS network may de-register the
machine rendering it ‘deaf ’ to incoming calls, where it
thinks that the machine is really a mobile phone that has
moved into another cell.

There are many issues to consider. Traditional
communications methods rely on central polling
techniques, however this has the drawback of creating a
‘closed’ system based on proprietary solutions that do not
interoperate with third parties. This typically requires a
private infrastructure and results in central site
bottlenecks as the application sequentially processes each
remote device.

Also, the Internet is client driven, which means that it
requires the remote machine (or M2M hardware) to initiate
the connection to the central application. ISPs do not
traditionally initiate calls due to the incurred call charges.

And, although the GPRS network is based on TCP/IP, it
is largely a private network with a firewall present between
the private GPRS network and the Internet. As a result, the
remote machine is not addressable from the Internet
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Fig 2: M2M’s automated communication between remote machines and central management
applications provides real-time control and monitoring without human intervention

Fig 3: There are many elements within M2M to address the ‘end-to-end’ need between remote machines and central applications
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without use of VPN technology.
And we have to remember that IP addresses are

dynamically assigned by ISPs and GPRS operators, which
can change from connection to connection.

Internet and/or GPRS based M2M solutions favour the
remote M2M hardware to act as a client. As a result, central
site polling is not ideally suited to this environment.

With an Internet-based solution in place, it is important
to realise that the Internet is not a cloud of infinite
bandwidth – as is depicted in many diagrams, where any
data poured into it will magically appear at the application! 

Contention needs to be managed across the end-to-end
system as a whole. What needs to be considered is:

� Network access – is there sufficient signal strength to
establish a GSM/GPRS connection?

� Internet access – Each PoP has a finite modem limit based
on a ratio to PC users with random connection
schedules. What happens if thousands of machines
connect on a default schedule, for example, at midnight?

M2M
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� Network – The Internet is made up of many
interconnected networks with low bandwidth points
such as the leased line connection to the central server,
particularly if this is shared with PC user traffic.

� Server access – TCP/IP and the Internet supports
simultaneous communication at the server application
overcoming traditional polling bottlenecks. Can the
server application scale to many thousands of
simultaneous TCP connections across one or more
servers? ➔

Element

Remote machine

M2M hardware

Network

Internet / Intranet

M2M middleware

M2M services

Central applications

User devices

Description

This can be any type of machine that can be electronically connected to a communications
line. The various interfaces can range from externally sensed I/O through to intelligent
protocol based interfaces, which can be proprietary, market specific, or ‘open standard’, such
as TCP/IP.

This hardware adapts the remote machine (through the varied interfaces) to the network,
typically using modem technology. It can act as a gateway to the network where numerous
machines are locally networked behind the M2M hardware. Depending on the level of
intelligence within the remote machine, the M2M hardware may contain TCP/IP, data
transport protocols such as HTTP, FTP, SMTP and application layer ‘Device Management’
protocols for transporting data directly into a central application.

The network transports data over a local area network such as Ethernet or a wide area (e.g.
GSM/GPRS) between M2M hardware and the central management application. 

This is a TCP/IP based infrastructure for globally sharing data from remote devices with one
or more central applications. 

Middleware provides routing and buffering of data between remote machines and central IT
systems. Email could be considered as a simple form of middleware, which manages the
data exchange between dissimilar systems. M2M specific middleware offers a higher level of
communication management with interfaces for different types of machines and IT systems. 

These specialised services for M2M applications offer automated delivery of information,
hosting, access to information, automated reports and alarm notification. 

This presents meaningful information to users about the machine network as a whole.
Information at any level is provided on-demand or through automated services. Data may be
integrated directly within enterprise IT systems such as ERP by middleware or offered as a
standalone application or service. 

Analysed information is available online or through automated reports to user devices such
as PCs, PDAs and other mobile devices.

ELEMENTS WITHIN M2M

The problem with the existing
infrastructure is that it was designed
for humans who can make simple
decisions to recover from adverse
conditions

“
”

040-046_CCE_OctNov04_EG  7/10/04  6:10 pm  Page 43



44            IEE Computing & Control Engineering | October/November 2004

w
w

w
.ie

e.
or

g/
co

m
pu

ti
ng

m
ag

az
in

e

Without system level consideration, there is a potential
‘void’ between remote machines and the central IT software
systems, where embedded machine designers do not largely
understand central IT integration. At the same time, IT
departments and ISPs do not understand the needs of
embedded machines, especially where they are non-PC
based. The infrastructure between them was designed for
human users where simple decision making underpins the
resilience.

As the human element is removed from an M2M
system, the decision-making for maintaining the
resilience needs to be added back. How can this be built
in and automated without knowledge of the end-to-end
system as a whole?

It is quite easy to trial M2M demonstration systems;
however deploying resilient solutions in large scale volume
is non-trivial. Machines are expected to operate in the field
for many years without human intervention.

By adding M2M connectivity, the system design of the
machine migrates beyond the physical machine itself to the
central application and the infrastructure between.
Communication management therefore needs to be
considered at the end-to-end system level and integrated
within each element.

A STRATEGIC APPROACH
Let’s us put the technical issues to one side for the moment
– these are not important until the new ‘connected’
products and services have been defined and specified.
Therein lies the problem – with the potential for
significant change towards service, companies often do not
know what they want.

M2M projects many grand visions of machines talking
autonomously with enterprise systems – machines that
detect failures and notify central applications, which
autonomously check inventory, order new parts, schedule
maintenance visits and debit customer accounts where the
repair is made, often before the customer knows of the
problem!

These are very real, tangible solutions, but they may be
beyond the first steps that a company interested in
implementing M2M should take. The solutions are complex
and involve a mixture of business and technology.

Complex solutions, where both the technology and the
business case are not fully understood, can lead to project
failure. For all of the tangible visions that M2M technology
paints, current reality shows that M2M projects often fail to
succeed if a Return on Investment (ROI) cannot be
demonstrated in the short-term. Therefore, those who wish
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Fig 4: Embedded machine designers generally don’t understand central IT integration while IT departments and
ISPs generally don’t understand embedded machines (especially non-PC based). This creates a potential ‘void’

Fig 5: The blueprint for success of M2M implementation
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Modems

Intelligent modems

TCP/IP modems

End-to-end system 

Transport serial protocols such as Modbus over a
wide area (GSM, GPRS, PSTN, ISDN, Ethernet, etc.) 

Automatically relay I/O or GPS status over SMS,
GSM or GPRS networks triggered by local I/O
alarm thresholds, time schedules and network
prompts.

Transport serial protocols over TCP sockets or
logged data to central email, FTP or HTTP servers
via the network modem.

Transports logged data over GSM/GPRS networks
into an off-the-shelf web application, which
supports central database storage, alarming,
reporting, notification and administration.

OFF-THE-SHELF PRODUCTS FOR THE ADOPTION PHASE

to implement an M2M strategy should be sure they can
identify a business case that shows a return on investment,
and that they understand the technology issues.

The solution is obvious but often ignored – keep it simple!
Companies should take care not to get carried away with the
grand vision, but instead focus on finding a simple solution
to a specific core problem, and implement the solution using
off-the-shelf components so that the solution can be trialled
with fast time to market.

This enables the product roadmap to be specified,
designed and deployed in volume. The emphasis here is to
reduce cost through design integration and optimisation
over time, when the business case and requirements are
validated. With solid foundations, the project is not at risk
during the longer phase of rollout development. Simple steps
that enhance the business are key, rather than wholesale
changes. Fig 5 summaries the blueprint for success.

In summary, this highlights two phases of M2M
implementation where the fundamental drivers and
technical solution differ. The first is adoption, where
companies are seeking to prove a business model that can
yield a healthy return on investment. The emphasis lies with
a quick trial at minimal investment and risk.

This is followed by a second phase, volume deployment,
where companies have proven their business model,
delivered growth returns and need optimised costs. The
emphasis lies with higher integration, volume cost
reduction and optimum functionality.

SOLUTIONS
We will discuss solutions for each element of the end-to-
end system and highlight which are appropriate for the
adoption and volume deployment phases.

Adoption suits off-the-shelf box products, which can
externally adapt legacy equipment without requiring ➔
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hardware changes to the machine. M2M hardware supports
scalable levels of integration, dependant on the intelligence
within the attached machine (see ‘Off-the-shelf products for
the adoption phase’ table, p45).

Higher integration and reduced costs can be achieved at
the volume deployment phase by migrating the box-based
design in stages as part of a structured roadmap (see
‘Volume deployment phase’ table, above).

Adoption suits the use of existing platforms and
infrastructure to provide route and buffering functions on
a service basis, without the need for large up front
investment. These are typically available from traditional
ISPs in the form of email, FTP and HTTP servers.

Large scale volume deployment benefits from a
managed communication platform to ensure high service
levels and resilience, whether obtained under service as
part of a solution providers’ offering or purchased outright.

Although traditional ISPs and server farms offer hosting
services for IT based solutions, specialised ISPs and
Application Service Provider’s (ASPs) are becoming
prevalent offering M2M specific services.

The adoption phase suits applications that already exist
or can be developed quickly with core minimal
functionality.

For example, a simple utility could obtain data files from
email, FTP or HTTP servers and populate an existing
legacy application or utility program. This could be as
simple as populating an Excel spreadsheet that enables
offline reports to be generated.

On the other hand, an end-to-end system could be an 
off-the-shelf system comprising a web application that
communicates with specialised M2M hardware which
supports central database storage, alarming, reporting,
notification and administration. These are available from
ASPs under service or from M2M solution providers.

OEM Modules

Design license

Custom design

Integrated within the OEM equipment, which maintain flexibility and fast time to market while
minimising the risk associated with wireless performance and R&TTE regulatory conformance.

M2M solution providers have license proven designs for high volume applications offering least
risk and minimum cost of implementation.

The alternative is for companies to implement lengthy custom developments by integrating the
core design elements incorporating the GSM/GPRS engine (e.g. Sony Ericsson GM47),
associated power supply conditioning, SIM holder, processor, Real Time Operating System
(RTOS), TCP/IP stack and associated data transfer protocols.

Although M2M solution providers and ASPs offer
standard products suited to adoption and volume
deployment, in many cases highly custom solutions, legacy
system or enterprise integration is required to meet
companies’ bespoke needs. These can be developed in-house
or using third party software systems integrators. This may
involve an alliance comprising the OEM, M2M hardware,
middleware, wireless operator and software solution
partners to deliver the complete system.

Open standards are clearly important for M2M
proliferation, particularly with the wide alliance of partners
that are potentially needed to deliver a complete system.
With such diverse applications under the M2M umbrella,
there is no open standard that meets the needs of all. HTTP,
due to its widespread use, enables automated open data
exchanges using Web services, SOAP and XML. However,
simple solutions based on SMS, email, FTP and HTTP can
be deployed to bring benefits in a shorter amount of time.

Successful adoption of M2M technology requires a
strategic approach to ensure that the technical solution is
balanced with the business case to demonstrate an early
return on investment. Simple solutions work best where the
technology can be proven quickly and the benefits easily
understood. This creates time to reduce cost and optimise
products without risk, enabling new business opportunities
to be created.

Comtech Holdings’s µWEAVE application can be used for
rapid M2M technology adoption. It enables companies to
trial machines rapidly by collecting data, distributing
configuration, processing alarms, automating SMS/email
notifications, generating online reports, exporting data and
managing the system as a whole. �

Steve Whitehead is Technical Director, Comtech Holdings
Ltd. www.comtech.uk.com

VOLUME DEPLOYMENT PHASE
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